Fortify Software Version 16.20 Released

This VA Software Assurance Notification is about the release of updated Hewlett Packard Enterprise (HPE) Security Fortify Static Code Analyzer
(SCA) software, version 16.20.

Scanning source code for potential vulnerabilities using HPE Fortify SCA is an authorization requirement that is enforced as part of the Authority
to Operate (ATO) issuance process.

The most recent version of HPE Fortify SCA software, and the complete, most recent set of the HPE Fortify SCA rulepacks must be used when
scanning code. The VA license and download instructions for software can be requested here.

Fortify scans that do not use this new release will result in scan issues in validation submission packages accepted after December 27, 2016
Updates in this release include:

® Added support for languages and frameworks

Extended support for Swift v2.2

Redesigned .NET frontend

Gradle integration & automation

Incremental Analysis (Phase | of Ill)
® Support for Xcode 8.1 for Objective C

® Enhancements for:
® Quality improvements in Java and Javascript translators and dataflow analyzer
® Improved ABAP and TSQL support and more

Release notes with additional details can be viewed here.


https://wiki.mobilehealth.va.gov/display/OISSWA/How+to+open+an+NSD+ticket+to+request+Fortify+software
https://wiki.mobilehealth.va.gov/download/attachments/58470509/HPE_Whats_New_16.20.pdf?version=1&modificationDate=1482087267000&api=v2

