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ABSTRACT

Executing commands from an untrusted source or in an untrusted environment can allow malicious commands to be executed on
behalf of an attacker. 

EXPLANATION

Command injection vulnerabilities can take the form where an attacker can change the command that the program executes, if the
attacker can control what the command is. By executing the command, the application gives an attacker a privilege or capability that the
attacker would not otherwise have.

Example 1: The following code reads one line from stdin or whatever device is the current input object, assigns it to the variable listed,
and then executes the string.

read a
xecute a
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