Entering command-line arguments into Audit
Workbench or Fortify IDE plugin

This page has been made public for vendors

Question

How do | add custom command-line arguments when using Audit Workbench or the
Fortify plugin in my IDE to configure certain aspects of the scan?

Answer

Fortify uses the sour ceanal yzer command-line tool behind the scenes when running
a scan, and the Audit Workbench Advanced Scan wizard and the IDE Fortify plugins give
you a convenient way of setting up the scan and entering the information for your project
without having to manually configure all of the options. You can then enter additional
command-line arguments to change the way the scan will execute, for example to modify
memory settings, create a debug log file, define languages/file extensions, etc.

In the Audit Workbench
After opening the Audit Workbench, you can select Advanced Scan to start the process:

Start New Project

Scan Java Project...
d = :
i Integration...
\

Then after selecting the directory that contains your source code, you can configure the
classpath and decide which directories to include/exclude. Then if you press Next you
will be brought to the screen that contains the command-line arguments auto-generated
by Fortify:
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Request code review tools,
validations, and support HERE.
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£y Advanced Static Analysis -

Stages of HPE Security SCA Analysis:
Enable clean

| -b "sourcecode” -clean |

Enable translation

"_p"
"sourcecode”
"-machine-cutput”
"_cp"
"Dh\classpathfiles.jar"
"-source"

w7

"Dsourcecode”

"_debug"
"-logfile”
"Chpath\to\loghtranslation-log. b

Enable scan

"
"sourcecode”
“-machine-cutput"
“-format"

II.Fp rII

n_gn
"Dfoldercutput.for”

"-debug"
"-logfile"
"C:path\to\logscanjog.be"

| Configure Rulepacks... | | Configure Memaory... |

| < Back | | Mext = | | Scan | | Cancel |

It is here where you can enter new arguments, one on each line and surrounded with
double-quotes. There are separate configurations for the Translate and the Scan phases,
and the arguments are generally added to one or both of those sections.

Fortify IDE Plugin (Eclipse or Visual Studio)

If you are running the scan from an IDE plugin, you can set these options in the options
dialog:

Select the HPE Fortify > Options menu

Select "Enable Project Specific Settings"

Click on the "Advanced Scan Options" tab

Select the "Use additional SCA arguments" checkbox
Enter the commands in this window:



Default Project Settings

Server Configuration

Analysis Configuration Advanced Options | Synchronize Options I
Security Content Management

Interface Preferences [~ Advanced Analysis Options
Audit Features Configuration ™ Enable quick scan mode
s ™ Enable findbugs

¥ Scan resources in dependent projects

¥ Use dependent names as build label
™ Merge with previous scan

W Use Additional SCA Arguments

Translate: [ -debug Jogfile \path\to\trans.log

Scan: -debug Hogfile \pathito\scan.log

Output results to: | S{project_lock\é{project_name}_scan. fpr

Workspace... | File System... | Variables...
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