Where can | find information on secure coding
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Question

Where can | find information on secure coding?

Answer

There are many secure coding resources available. In addition to these resources, the
Software Assurance Program Office provides a self-paced secure coding course that
may be requested HERE.

Here is a selection of secure coding resources:

¢ Common software vulnerabilities

® OWASP Top Ten

® CWE/SANS Top 25 Vulnerabilities
® General secure coding resources

® Open Web Application Security Project (OWASP)

® SANS Institute

® Build Security In

® Common Weakness Enumeration (CWE)

® HPE Fortify Security taxonomy of software errors
® Java Resources

® Oracle Java Security Resource Center

® Oracle Java SE Security
Oracle Secure Coding Guidelines for Java SE
SEI CERT Oracle Coding Standard for Java
OWASP Java Project
JavaOne Security Talks

® Java Language and Virtual Machine Specifications
* NET Resources

® Microsoft .NET Secure Coding Guidelines
Microsoft Security in the .NET Framework
Microsoft Security Rules rule set for managed code
OWASP .NET Security Cheat Sheet
OWASP Top 10 for .NET Developers

® MVC Recommended Resources
® C/C++ Resources

® SEI CERT C Coding Standard

® SEI CERT C++ Coding Standard
® Objective-C/IOS Resources

® Apple’s Secure Coding Guide

® OWASP IOS Developer Cheat Sheet

® |nfosec Institute - IOS Application Security

® Penetration Testing For iOS Applications
® Android Resources

® Android Secure Coding Standard

® Android Security Tips

® Android Hacking and Security

® Android Security Issues

® Android Security & Penetration Testing
®* PHP Resources

® PHP Security Manual

® Survive The Deep End: PHP Security
PHP Security Guide
php-security.org
OWASP PHP Security Cheat Sheet
Added Bytes, Writing Secure PHP, Parts 1-4 (Blog)
® Perl Resources

® Perl Security manual page

® SEI CERT Perl Secure Coding Standard

® Perl Secure Programming Tutorial

® Cigital, “Security Issues in Perl Scripts”

References

HPE Fortify 16.11 and later
Version
Programming ¥ CIC++
Language ¥ .NET

¥ Java

¥ Objective

-C

w Other
Fortify Audit Yes
Workbench + No
Fortify IDE Yes
Plugin ¥ No
Other Fortify Yes
Component + No

Request code review tools,
validations, and support HERE.


https://wiki.mobilehealth.va.gov/display/OISSWA/Frequently+Asked+Questions
https://wiki.mobilehealth.va.gov/display/OISSWA/How+to+open+an+NSD+ticket+to+request+VA-provided+self-paced+Secure+Coding+Training
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://cwe.mitre.org/top25
https://www.owasp.org/
http://www.sans.org
https://buildsecurityin.us-cert.gov
http://cwe.mitre.org/
https://vulncat.hpefod.com
http://www.oracle.com/technetwork/java/javase/overview/security-2043272.html
http://www.oracle.com/technetwork/java/javase/tech/index-jsp-136007.html
http://www.oracle.com/technetwork/java/seccodeguide-139067.html
https://www.securecoding.cert.org/confluence/x/Ux
https://www.owasp.org/index.php/Category:OWASP_Java_Project
https://www.youtube.com/channel/UCdDhYMT2USoLdh4SZIsu_1g/search?query=security
https://docs.oracle.com/javase/specs/
http://msdn.microsoft.com/en-us/library/8a3x2b7f(v=vs.110).aspx
https://msdn.microsoft.com/en-us/library/fkytk30f.aspx
https://msdn.microsoft.com/en-us/library/fkytk30f.aspx
https://msdn.microsoft.com/en-us/library/fkytk30f.aspx
https://msdn.microsoft.com/en-us/library/dd264921.aspx
https://www.owasp.org/index.php/.NET_Security_Cheat_Sheet
https://asafaweb.com/OWASP%20Top%2010%20for%20.NET%20developers.pdf
http://www.asp.net/mvc/overview/getting-started/recommended-resources-for-mvc
https://www.securecoding.cert.org/confluence/display/c/SEI+CERT+C+Coding+Standard
https://www.securecoding.cert.org/confluence/pages/viewpage.action?pageId=637
https://developer.apple.com/library/ios/documentation/Security/Conceptual/SecureCodingGuide/SecureCodingGuide.pdf
https://www.owasp.org/index.php/IOS_Developer_Cheat_Sheet
http://resources.infosecinstitute.com/ios-application-security-part-25-secure-coding-practices-ios-development/
http://resources.infosecinstitute.com/ios-application-security-part-25-secure-coding-practices-ios-development/
http://www.slideshare.net/jasonhaddix/pentesting-ios-applications
https://www.securecoding.cert.org/confluence/display/android/Android+Secure+Coding+Standard
http://developer.android.com/training/articles/security-tips.html
http://resources.infosecinstitute.com/android-hacking-security-part-1-exploiting-securing-application-components/
http://www.cse.wustl.edu/~jain/cse571-14/ftp/android_security/index.html
http://www.slideshare.net/subho0071/android-security-penetration-testing
http://php.net/manual/en/security.php
http://phpsecurity.readthedocs.org/en/latest/Introduction.html
http://phpsec.org/projects/guide/
http://www.php-security.org/
https://www.owasp.org/index.php/PHP_Security_Cheat_Sheet
https://www.owasp.org/index.php/PHP_Security_Cheat_Sheet
http://www.addedbytes.com/articles/writing-secure-php/writing-secure-php-1/
http://www.addedbytes.com/articles/writing-secure-php/writing-secure-php-1/
http://perldoc.perl.org/perlsec.html
https://www.securecoding.cert.org/confluence/display/perl/
http://perlcode.org/tutorials/perl/secure.pod
http://www.cgisecurity.com/lib/sips.html
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