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Abstract

The software, which may consist of for example open source libraries or frameworks as
opposed to an application, was not developed under contract to the VA, nor is it COTS.

Explanation

Examples of software in this category include open source software, public domain
software, shareware, and freeware. Software in this category may or may not be found in
the VA Technical Reference Model (TRM). Another example may be Software as a
Service (SaaS).

Software in this category may not subject to the code review authorization requirement
per the  that is included in the Technical / TestingVA Secure Code Review SOP
Requirements of the OCS Accreditation Requirements Guide / SOP.

However, application-level vulnerabilities may be identified in this category of software
during the code review validation process for calling VA applications that are subject to
the code review authorization requirement.

Vulnerabilities that are identified in the source code of this category of application are
required to be mitigated by putting compensating security controls in calling code, or
pursuing the Risk-Based Decision (RBD) process to determine applicable approval
procedures and conditions.

If code review authorization requirements were levied by VA, VA Secure Code Review
 should then be followed in those cases.SOP
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